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An Expert System Application for Network Intrusion Detection

Abstract - This paper describes the design of a gro-
totype intrusion detection system for the Los
Alamos National Laboratory's Integrated Comput-
ing Network (ICN). The Network Anomaly Detec-
tion and Intrusion Reporter (NADIR) differs in one
respect from most intrusion detection systems. It
tries to address the intrusion detection problem on a
network, as opposed to a single operating system.
NADIR design intent was to copy and improve the
audit record review activities normally done by se-
curity auditors. We wished to replace the manual
review of audit logs with a near realtime' expert
system. NADIR compares network activity, as
summarized in user profiles, against expert rules
that define netw.rk security policy, improper or
suspicious network activities, and normal network
and user activity. When it detects deviant
tanomalous) behavior, NADIR alerts operators in
r«ar realtime, and provides tools to aid in the inves-
tigation of the anomalous event.

1 Introduction

The authentication and access contrcl system in any
network is the first defense against intruders from
outside Authentication is the identification of a user
with reasonable assurance that the user is who he or
she claims to be. Access control is a mechanism of
restricting access Ly authenticated users to those
parts of the network consistent with their clearance
and need-to-«now. It is obvious, given the industry-
wide frequency of break-ins by outsiders that au-
thentication and access control mechanisms can be
compromised or bypassed. They alone cannot sup-
ply assurance against penetration by outsiders. Also,
outside "hackers” are not he only source of secunty
probleme. Far more often they are a result of abuse
by the privileged insider. Even the mosat secure sys-
tem in vulnerahle Lo abuse by insiders who misuse or
try to misuse their privilege. This is obvious from
well pubbeized reporta in the last few yeara of inci-
dencen of unmuthorized accons and remaoval of claa-
wified information by 118iders from otherwine necure
computer systems.

In aloige, complex, and rapidly changing computer
network such i the ICN it im not realistic to expect
to identify nll secunty loopholen and valnerabilitios,
Fvenafdentified, it i not noiven that they ean be
closed, «inee 10 may be imoonethle or impractienl to

bor mo utpoass we debine & near teeltome apphenlion se nns thet
roaporda toodete ot ke vt e ane (o M) s ntule

do s0. A primary reason for this is the need to strike
a balance between security and the provision of
convenient services to network users. Given the ac-
knowledged doubt in the completeness of current
security measures, we must supply some means to
provide a reasonable assurance that the network is
secure.

An auxiliary line of defense against both intrusions
by outsiders and insider misuse is the maintenance
and review of an audit record of important network
activity. Attempts at audit data review result in se-
curity anditors wading through huge quantities of
printed output in an ineffective attempt to spot in-
valid activity. The shear volume of data makes it
nearly impossible to detect suspicious activity that
does not conform to a few obvious intrusion or mis-
use scenarios. Even these may be missed. To make
this approach effective, the avditors need the capa-
bility for automated seciirity analysis of the audit
record. This capability combines the knowledge of
security experts with a computer's capability to
process and correlate large quantities of data. When
done in near realtime, security personnel can be no-
tified of suspicious activity quickly, and direct action
taken to trace and stop an identified penetration at-
tempt or other misuse.

2 Target System

The Integrated Computing Network (ICN) ia [on
Alamos National Laboratory’s main computer net-
work. It includes host computers, file storage de-
vices, network services, local nnd remote terminals,
and data communication interfaces. The core of the
ICN includes the main host super-computers and
their support devices. Through the ICN, any user
inside the Laboratory may access any host com.
pucer (with authorization to do so and use of an np-
proved access path) from office workatationa or
terminala. OQutaide uners typically nccens the 1CN
through telephone modemn, lensed linea, or one of
multiple world-wide networka. The core 1CN haw
more than 8,000 validnted users,

The 1CN conniste of n unique arrangement of four
"partitions,” in which resources are dedicated to
apecific leveln of procenning. Each partition limitu
neeenn to only those users cleared for the most sens
tive information processed in the partition. A sy «tem
of dediented, wpecinl function, 1CH noden enforee
piv itiomng throughout the network These nodes
porform specific mervicen in the TON wich an tuser
authentication, necess control, job aeheduling, file



access and storage, and file movement between
partitions. They are physically protected, have
tightly restricted access, run oniy that sofiware
needed to perform a specific service, and do not ex-
ecute user jrograms. Only these dedicated nodes
may service multiple ICN partitions. Each of these
nodes must produce and maintain an audit record
of its activity.

3 Overview

Until recently, security auditors manually reviewed
ICN audit records to identify potential security vio-
lations. Given the size of the audit records, manual
review was limited to a small sampling or a cursory
scanning. The auditors found many security viola-
tions, but there was no way to evaluate the general
success or completeness of their effort. Also, the
Laboratory's Internal Security (ISEC) office often
requests audits that cover weeks of audit data from
months or years in the past. As there was no auto-
mated way to do these audits, considerable effort
was expended in completing them. It was for these
reasons that development of an automatic audit
record analysis, or intrusion detection, system was
undertaken at Los Alamos.

The early research of Dorothy Denning and her col-
leagues, and the IDES research and development at
SRI International, has heavily influenced intrusion
detection development at Los Alamos. Denning
proposed monitoring standard operations on a tar-
get system for deviations in usage. Her early re-
search tred to define the activities and statistical
measures best suited to do this [1, 3], and continued
with the development of an IDES prototype [4].
Teresa Lunt and her colleagues continue th.s re-
search with the development of the IDES system [5,
6,9, 13|. They have expanded the idea by adding an
expert syatem component that addresses known or
suspected security flaws in the target system. This
research has served to demonstrate two thinys.
Firat, that statistical analysis of computer system ac-
tivitiea prevides a characterization of "normal” sys-
temn and user behavior, and tha* activity devinting
bevond normal bounds is detectable. Second, that
known intrusion scenarios, exploitation of known
aystem vulnerabilities, and violations of a system's
security policy are detectable through use of an ex-
pert aystem rule base. The IDES appronch puts a
pnmary emphasis on the statistical detection of de-
vintions from normal user and system behavior,
This 1w combined with an expert system that is in-
tended to enteh thowe invalid netivition missed by the
first means [ 10],

Severnl intrusion detection systems have 1in recent
yenrs wdapted the Denmng model to thewr parucular

problem {7, 8, 11}]. However, where the Denning
model and most intrusion detection sysiems target
specific operating systems, our effort addresses a
network connecting many host systems, but not the
hosts themselves [15]. Where Denning addressed
the standard operations on a specific operating sys-
tem (system logons, program executions, file and
device accesses) we wished to address the standard
operations on our network. The problems are similar
in many respects, but with some important differ-
ences. While the ICN contains many standard func-
tions such as those found on an operating system
(authentication, access contrnl, file access and stor-
age, job control), these functions are distributed
acroes the network. Also, the ICN implements a dis-
tributed multi-level secure system (the system of
partitions and the controls over them), that must be
monitored closely by any intrusion detection sys-
tem. Nonetheless, if we view tke ICN as one large
distributed operating system, then the Denning
model applies we!l to the problem of network irtru-
sion detection.

Current network intrusion detection efforts have
taken one of two approaches. One approach is to
target network traffic at the service and protocol
levels [12]. The second approach collects data from
separate hosts on a network, for processing by a
centralized intrusion detection system [14].
Although NADIR does not capture network traffic,
it targets service leve! activity by targeting the
nodes that handle and log standard ICN service op-
erations. We decided to target the service nodes be-
cause of their critical nature, W keep th.e quantity of
data to be processed at a manageable level, and be-
cause their audit record is sufficient to support an
effective intrusion detection system.

4 Working Prototype

Oncn we decided to apply intrusicn de'ection to the
ICN ¢+ vice nodes, we adopted a set of basic techni-
cal goals. These goales support development of a
flexible system that we ~ould easily expand to mul-
tiple target systems. We decided to limit the nudit
record to that currently supplied by the target ays.
tema and keep target system changes to a minimum,
to avoid degradation of target ayater. performance.
Also, because the ICN is a large, long-established
network that hus changed conatantly over the lnnt
fifteen or so years, we had to take the following pe-
culinnties into necount:

* The Lon Alnmon developed netwark protocols
nare non-atnndard, o are not cor ntible with of¥
the-shelf soft ware,



* The ICN service nodes comprise several differ-
ent hardware configurations, that run a variety of
operating systems.

* The software on most service nodes has been
subject to many changes and upgrades, and is
programmed in several different languages.

* While each service node must maintain an audit
record of its activity, the format and content of
the audited data differ greatly from system to sys-
tem.

We designed NADIR for easy expansion to these
various multiple target systems, mainly by three de-
sign choices. First, to use dedicated workstations for
intrusion detection processing. Second, to use {lexi-
ble off-the-shelf interface and database software,
that supports data translation between different op-
erating systems and e¢nables the merging of data
into a single extended database. Third, to limit re-
quired target syatem changes to the capability to
collect the proper audit record of user activity,
transform the data into a specified canonical for-
mat, and transmit it to NADIR. Also, we designed
NADIR software in a modular fashion, so that new
target system expansions can be handled with a
minimum of effort.

NADIR is to be implemented on a set of dedicated
workstations, each of which will receive and corre-
late data from the target systems. As we add more
target systems to NADIR, we plan a network of
workstations, each contributing tc a distributed
database. This approach also minimizes the impact
on target system performance, enable the collection
of data from multiple diverse systems, and provides
for maximum security. Ethernets will connect the
workstations to the target systems and to each other,
and we will implemert a standard network protocol.

The NADIR prototype consists of one workstation, a
SUN SPARCstation? with two 327 MByte disks. It
uses the Sybase? relational database management
system and a Los Alamos designed expert system.
Sybase provides tools used to structure, maintain,
and display all data on the system. The expert sys-
tem is programmed almost entirely in Transact-
SQL, an enhanced version of the SQL database lan-
guage supplied by Sybase. Transact-SQL provides
such capabilities as stored procedures, triggers, sys-
tem administrator tools, and control flow language
fentures, used extensively in NADIR. Also, we use
for a part of the user interface. NADIR communi-

" i
MU N YPARUCsttion and MUN workatation are trademarka of SUN M)
crayatems, Ine

Sybuse, Trunemet Q1. snd DI Library are trademarks of Syhses
Carparslinn

cates with each target system over a dedicated se-
cure ethernet link.

NADIR monitors Network Security Controller
(NSC)* and Security Assurance Machine (SAM)} ac-
tivity on the ICN. The NEC is a DEC-8250¢ ma-
chine, which runs the VMS operating system. The
SAM is a DEC-730 machine, which runs the UNIX’
operating system. The changes called for on each
system were minimal. Communication with NADIR
by a target system calls for only the installation of
Sybase supplied interface software, and the use of a
standard DECnet or TCP/IP protocol. DB-Library
packages for Fortran and C provide the interface to
Sybase. The Multinet? software package provides an
implementation ol TCP/IP under VMS. We changed
the turget system code as little as possible. The tar-
get system must only format the audit record for
NADIR and transmit it immediately after its occur-
rence. NADIR required data processing has not re-
sulted in any measurable degradation in system
performance on either system.

5 System Design

We are applying NADIR to the ICN service nodes in
a sequence of planned phases. Each phase includes
analyzing a node individually, processing its data
separately, then integrating it into the NADIR sys-
tem. As we add new nodes to NADIR, we correlate
their user activity record with earlier included
nodes to produce more complete profiles of ICN ac-
tivity. Eventually, this will allow the tracking of
users from the time they enter the ICN, until they
leave the network. With the addition of each node,
we define new expert rules that use the expanded
information available. The rules describe more elab-
orate scenarios of invalid or suspicious user activity,
and will, over time, improve the discrimination and
judgement of the system. We have integrated the
NSC and the SAM into NADIR. Work is in progress
to integrate the Comnmon File System (CFS)® and the
Facility for Operator Control and User Statistics
(FOCUS).

The NADIR system has six functional componentas;
Data Collection, Data Processing, Anoinaly Detec-

4 The NN 0 u dedieatad, single Ninction computer through which all HCN
user authenticationes must pass

Tha SAM ¢ Arole and sudits the down partitinmag of uncluasified Nies
betwean partitions it the Common File System (('FN)
8 DEChet, VMY, DEC A0, and DEC 790 are tradamarka of Dyntael

Faqi pmant Carporation
TUNIX 18 o trademark ATAT liall laborstones

» Multinet (s o trademark of TGV Ine

# The CFY 1a u large, cantinlized file management and storuge system tha
‘mwulu long lerm Nle storuge 1n ull JON purtitions for 1CN waers
LESTRE provides oparstions control, hateh job acheduling wned wiconn®

ing contrml for the [CN



tion, Report Generation, Event Assessment, and the
User Interface. Figure 1 illustrates their relationship

to each other.

Data
Collection
Network Detirution
Usaer Delinition
Audit Record Generation

Usaer Descriptors
Network Descriptors

and Collection
Data Anomaly
Processing Detection

Expert Rule Application
Set Level of interest

Protile Generation Output Alarms
User Report
Interface Generation

St ‘us & Alarm Display Ad-Hoc Reports
Background Checks Scheduled reports
Interactive Analysis
Event
Assessment
Secufity revews
Rule Base Modtication
Aigorthm Moditication

Figure 1: NADIR System Model

5.1 Data Collection

NADIR monitors target system activity as it hap-
pens. Each audit record describes a single event.
Audit records from different target systems vary in
format and contain mostly unique data, a resnlt of
the functionally different tasks done by those ays-
tems. Whatever tne aystem, the audit “ecord will
contain a unique [D for the ICN user, the date and
time of the user's activity, fields that describe the
activity, and any errors that might have nccurred.

5.2 Data Processing

NADIR summuarizes all user and system activities,
i represented by nudit records from the target nys.
tems, into statisticnl profilen. Themse profiles are a de
seription of current behavior in n set of defined pa.
cameters, NADIR mauntains profiles for both sepa-

rate 1CN users and for a composite or total of all
ICN users They contain measures (count statistics)
that sumr, rize user activity. These measures keep
a record of the occurrences of a particular event
during a specified time. NADIR updates the profiles
when it receives an audit record. It parses the data
from each audit record and increments the proper
measures in the profiles. NADIR maintains past
profiles for comparison purposes and as a perma-
nent record.

5.3 Anomaly Detection

Events are actions that may be measured in some
way. NADIR finds them in either the contents of 2
single input audit record or from an examination of
the user profiles. Single audit records define an
event when any of the data fields in the record
match a specified pattern. Events detected in the
profiles represent activity that is spread across mul-
tiple audit records. They define an event when the
profile measures match a specified pattern. NADIR
compares proper and expected activity to observed
events within either the audit record or the profiles.
It does this through the application of expert rules,
and identifies deviations'2. NADIR assigns each de-
viant event (or anomaly) a Level-of-Interest!3. It
bases the Level-of-Interest on the number and type
of rule that the user's behavior has fired. NADIR
applies the Level-of-Interest to each unique user,
host system, or entry point into the network. Every
fired rule increasec the Level-of-Interest, though the
firing of one critical rule may be enough to bring
immediate attention to the event. The current secu-
rity status for each user and system is provided in
the combination of Level.of-Interest and record of
fired eventas.

54 Report Generation

NADIR generates anomaly reports from deviant
events. The frequency of reports is dependent on the
Level-of-Intereat associated with each event. All
events are documented in routine weekly reports.
Those events determined to .e very interesting, but
not critical, are output in daily reports. Very suspi-
cious events of a critical nature, such as n probable
attack under way, are output immediately. NADIR
xenerntes detailed follow.up reports as part of any
investigation.

12 130 identification of & devistion by an espert rule 1n ganerully refornd lo
us having “Nired” or ‘triggered® the ruje

" The lavel of Interast 1a the cululsted ssnouaneas of an event



5.5 Event Assessment

Upen receipt of a NADIR report, whether critical or
routine, security auditors review all anomalous ac-
tivity. To process anomaly reports quickly, specific
auditors investigate certain categories or types of
ICN users. They review each anomalous user in de-
tail, and decide whether to investigate further. This
may include interviewing the user. If the user's ac-
tivity warrants it, the user is blacklisted!* during the

investigation. The auditors file a short report at the
completion of each investigation, giving details of its
resolution. They supply this information to us, so we

may have immediate feedback on system perfor-

mance. The auditors hold periodic reviews to evalu-

ate NADIR effectiveness and to make recommenda-
tions for improvements. We use their feedback to
change the expert rules on NADIR and improve the
discrimination and judgement of the system.

5.6 User Interface

The user interface uses Sybase front end tools,
graphics packages, and Los Alamos designed rou-
tines to provide a preliminary interface for the
knowledgeable user. It provides warnings, alarms,
and status displays. For users who have the proper
access and privilege, the user interface allows a
choice of built-in queries or allows ad-hoc queries
against the raw audit data, the separate user and
composite profiles, and status information. Data
may be displayed in a variety of ways, including
graphically, and reports generated. Security per-
sonnel at Los Alamos often have the need to do
background reviews of user activity on the ICN.
NADIR provides tools for intaractive background
analysis of current and past activity. [t maintains in-
definitely the audit data needed for this activity.

6 Expert Rules

An expert rule base has separate reasoning rules en
coded in a condition-action form (if-then-else state-
ments in the old days), that provide the criteria for
end determination. The rules watch for unusual
separate events and attempt to evaluate the mean.
ing of a group or series of events. NADIR expert
rules, whether they are rules that enforce security
policy or result from a staiistical determination of
normal behavior, define an expected standard of
behavior for all users.

1" A binelinton usar 10 deted sceean to the 10N by the N ftemave! of the

hiacklial raquires the pror approvael of securnty personnel

The NADIR rule base includes four logical filters;
each designed to separate out certain types or levels
of anomalous activities. Following a knowledge
engineering approach successfully implemented at
Textronic (2], the rule base definition atarted with
the abstraction of the well-urderstood part of the
problem. This included ICN security policy and
well-defined invalid and suspicious behavior, which
resulted in rules for the Characteristic Filter. Report
requirements supplied rules for the Report Filter.
From there evolved further refinements, imple-
mented in the Misuse and Attack Filters. These rules
involve heuristic assaciations that sometimes make
intuitive leaps not always explicitly justified. NADIR
activates the rule base filters in stages, as illustrated
in Figure 2.

Audit Record
Anomslies ‘
Character-  »] Report
istic F\lwr F\Ilwl‘ Anomaly
Reports
Anomalies
Misuse o
Filter
Misuse
Indicutions
Attack
L Amk = Haports
Filcer

Figure 2: NADIR Rule Base Structure

e Charccteristin Filter - applies rules that are
straightforward descriptions of simple activities;
ench serving to distinguis’i n separate feature of
anomalous behavior. NADIR applies these rules in.
dividually; it does not correlate one with another. It
nnsigns a Level.of-Interest to each nnomaly defined
hy these rules, This Level.of-Intereat, na npplied to
each user or syatem, in incremental; with ench rule
fired it increanes by n specified amount.

o Report Filter - applien rules to the nnomahes out
put by the Characterintic Filter, to produce nppro.
printe reparta of nnomalous behavior.



¢ Misuse Filter - applies rules to the anomalies iden-
tified by the Characteristic Filter. Thes-. rules try to
identify patterns of anomalous activity that have a
good chance of being systematic misuse. They
specify what action to take when fired, such as the
output of warning messages.

* Attack Filter - applies rules that try to correlate the
recorded Characteristic anomalies and Misuse Indi-
cations with various Attack Scenarios. Attack Sce-
narios identify patterns of anomalous activity that
have a good chance of being attacks on the system.
They specify what action to take when fired, such as
the output of alarm messages.

6.1 Characteristic Rules

NADIR applies Characteristic rules to either the in-
put audit record or to profile data. As it finds each
anomaly, it either generates or updates the Anomaly
Record, whichever is approoriate. The Anomaly
Record includes a Level-of-Interest for the involved
user or systera, and an indication of the fired rule.
Characteristic rules fall into three basic categories:

1. Security Policy

These rules are the implementatjon of ICN security
policy. They result from interviews with security
personnel and documentation reviews. They detect
and immediately report potential or certain security
vialations. An example of a security violation rule:

IF NAT 9 »as et et od an "improper loca-
- Yoo ’

AND "¢ torm na Lsed s in the “pen Par-

Cen,

AND v password ssed on oolassified,
TBEN .c1ate e Aromaly RecoHrd, and assian
tre Loy Rigr T eye ot - inroerogt
EXPLANATION: ‘'me ! a4 ~lassified password
T eyt eert o Corming, s Teansor

AR F O nsier che password M

The passwnrdd oWl be Smmediate .y

2. Individual Anomaly

NADIR applies these rules to separate user profiles,
to detect when a user's behavior departa from that
which in normal and valid ICN urer behavior. They
reslt from statisticnl nnalysis of the pant behavior
of 1CN users, and interviews with security per.
sonnel An example of nnandividunl anomaly rule:

6

IF the Failure Ratiol® of a user is »n1,
AND :the user has .ogged on »n2 anrd <3
< imes,

THEN update the Anoma.y Reccrd, and assign
the user a proper Level-of-Interest,

EXPLANATION: [f a user nas logged cnto <he
ICN at least n2 times then the user is not
rew o the ICN. Since the average TCN user
has a Fallure Ratic that s much less than
nl, then a Failure Ratioc of ni is signifi-

cant. NADIR applies a siiding scale of con-
cern, balanced between tne tota.
logons anA the Fai.ure Ratio,

n¢

number
te this rule,

3. Composite Anomaly

NADIR applies these rules to composite user
profiles, to detect when that activity departs from
that which is normal and valid for the system. They
result from statistical analysis of the past behavior
of the composite of ICN users. An example of a com-
posite anomaly rule:

IF "Unknown User" errors are »>n3/hour, OR
>n4/day, OR >n5/week,

THEN update the Anomaly Record, and assiqgn
the system a proper Leve.i-of-[nteres: .
EXPLANATION: The norma. nunber of attempted

authentications that contain a udser rnurber
that {s not valid for the ICN is statisti-
cally very consistent, Fxtreme variations

from this expected activity could be a s.in
f a break-in attempt. NADIR
s.iding scaie of corcern o " nis
depends on the varia'ion

6.2 Report Rules

9] app..es

oyt b e
T, T

from norma. .,

These rules do periodic checks of anomalous user
activity levels, and define what reports to generate
after specific intervals. Designated report intervals
may be daily, weekly, or any other period. They an-
alyze the Anomaly Record for the indicated interval,
and generate reports that summarize and detail
anomalous activity.

6.3 Misuse Indication Rules

NADIR fires these rules when it receives a sequence
or combination of Characteristic anomalies that
have a low chance of happening. They suggest pos.
sible serious misuse of the network. They do not try
to define anything as speciiic as an attack, but thewr
firing shows something is seriously amius. The fol

14 Foul Ha Invw ol l.u'mu
e o= Nucrenstul Jagonasinvalid lagons



lowing simplified Misuse Indication rule examines
overall ICN user activity:

Ir

the

Levei-of~Interest for >n6 ICN users
is >0,

OR the Level-of-Interest for »>n?7 ICN
.sers is >x,
OR the Level-cf-Interest for >n8 ICN
isers is >x « x/2,
OR tne Level.-cf-Interest fcor »>»n9 ICH
users is >2x,

TBEN output an immedlate report, that Iin-
cluges ar urgent warning message to the
user interface.

EXPLANATICN: The number
reach a particuiar
statlistically
variations

cf ICN users
Leve_-of-Interest
very consistent.
the norma. .leve.
.cus acTivity could be a sign of
of organized misuse of the
app.ies a s.iding sca.e of
role, =hat depends on the
ard -“helr _Level.~opf-Interest.

who
is

Extreme
of anoma-
some Lype
network. NADIR
cencern o this
users involved

from

The following simplifiied Misuse Indication rule ex-
amines the Anomaly Record of a separate user:

IF T“haracteristic rule CC3 is se<,

(a serarate user nhas many .cgons "his week)
AND Characteristiz rule 736 (s sen,
(vre .ser nas an .rnusua. distribution of

'notries during ‘ne swing and weekend

SIS,
AND ‘maraerist i 5 set,
(Lre Lser o nas onLy . IUN logon
Lries 1.ring tne oL
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8.4 Attack Scenario Rules

These 1 ules may define one Characteristic anomaly
or Misuse Indication, or a combination of these, that
hinve a low chance of happening. They suggest a
known or postulated attack. [t 14 the sequence and

~3

combination of these rules that make for an increas-
ing certainty that an attack may be proceeding. At-
tacks are events that could lead to the compromise
or bypass of authentication and access control
mechanisms, destruction or compromise of data, or
denial of service. Attack Scenario rules are in the
definition stage for NADIR.

7 Results

The NADIR working prototype has been in opera-
tion since June of 1990. During this time NADIR
identified and aided in the investigation of invalid
activity by unknown users, and in the investigation
of many cases of misuse or suspicious behavior by
insiders. It has helped identify unanticip.ited net-
work vulnerabilities, that have been remedied
where possible or are being closely monitored.
NADIR development has resulted in the identifica-
tion of unanticipated misuse conditions, that have
led to the definition of new expert rules. Finally,
NADIR has supported background analyses during
investigations of several current and past ICN
users.

NADIR has also supplied unanticipated network
management benefits. It has enabled us to detect
hardware and software problems with some nodes
of our network. It has also supplied detailed, statisti-
cal reports of network activity that were useful in
such areas as accounting and network planning.

8 Future Directior.s

Future targets will be o'  network service nodes
that control file access, s« .ge, and movement, and
operations control. We will develop a network of
SUN workstations, each processing the audit record
of multiple nodes, distributing the functional appli-
cations and database, and optimizing performance.
Anomaly and event notice now consists of terminal
messages and periodic reports. For serious security
events, the ultimate goal i8 to give notice on a near
realtime basis. Some kinds of invalid user activity, if
allowed to continue, could lead to break-ins or denial
of service to legitimate users. As a result, another
goal is the notification of the proper ICN node of ex-
tremely suspicious activity, and the development of
effective responses by that node. This would consist
of taking direct action to atop an identified penetra-
tion attempt. The node's Actions must be propor-
tional to the extent that the momtored activity has
deviated from valid behavior, what damage could
result from allowing an invalid activity to continue,
and deninl of service considerationa. We have not
determined the criteria for such a response. Lastly,
we would like to identify and use a rigorous method
by which to validate and verify the performance,



consistency, end completeness of the NADIR expert
rule base.

9 Summary

NADIR shows the feasibility of the automation of
security auditing on a distributed environment such
as the ICN, and the benefits of upplying an expert
system to the problem. It shows the benefits of a
phased approach to applying intrusion detection in
a distributed environment. The working prototype
18 a start to a longer-range goal of expanding the
system to more ICN nodes, and correlating their in-
formation to produce complete profiles of user ac-
tivity on the IC}.
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